LicenSync System Architecture
Overview

LicenSync is designed as a modern, cloud-based licensing platform for Microsoft Dynamics 365
Business Central. Its architecture separates license management from application logic, allowing
software publishers to commercialize Business Central extensions without implementing their own
licensing infrastructure.

The platform consists of two primary components:
1. LicenSync Cloud Platform
2. LicenSync Business Central Extension

Together, these components provide centralized license management, secure synchronization,
runtime validation, and seamless integration for Business Central applications.
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Core Components
1. LicenSync Cloud Platform

The LicenSync cloud platform is the central administration environment responsible for managing all
commercial licensing data.

It stores and maintains:
e Products
e Product versions
e Customers
e Partners
o Users
e License definitions
e License assignments
e Licensing rules

The cloud platform acts as the single source of truth for all licensing information.

2. Business Central Extension

The Business Central extension provides the integration layer between Business Central and the
LicenSync platform.

Its responsibilities include:



Synchronizing products
Synchronizing licenses
Synchronizing users

Maintaining the local license cache
Performing runtime validation
Exposing the Runtime API

Managing authentication with the cloud platform

The extension contains no customer-specific licensing logic and can be reused by any Business Central
extension.

3. Runtime API

The Runtime APl is a public APl exposed by the LicenSync Business Central extension.

Partner applications use this API to:

Validate licenses

Retrieve licensed quantities
Check user entitlements
Verify licensed actions

Read license metadata

Applications do not communicate directly with the cloud platform. Instead, all runtime requests are
handled locally by the Business Central extension, ensuring high performance and reliability.

Synchronization Process

Synchronization keeps Business Central aligned with the LicenSync cloud platform.

The synchronization process includes:

Product synchronization
License synchronization
Customer updates

User synchronization
License activation
License revocation

Cache refresh



Synchronization is designed to be incremental, minimizing network traffic and improving
performance.

Local License Cache
One of the key architectural principles of LicenSync is the use of a secure local license cache.
The cache provides several advantages:

e Fast runtime validation

e Reduced API traffic

e High availability

e Offline operation during temporary connectivity interruptions

e Improved user experience

The local cache is refreshed automatically through synchronization.

Partner Application Integration
Partner applications integrate only with the Runtime API.
Typical workflow:

1. User executes a licensed feature.

2. Application calls the Runtime API.

3. Runtime API validates the request.

4. Local cache is checked.

5. License is evaluated.

6. Resultis returned immediately.

7. Application continues or blocks the requested action.

This architecture keeps licensing logic completely separated from business logic.

Multi-Partner Architecture
LicenSync is built to support multiple independent software vendors from a single platform.
Each partner has complete logical isolation of:

e Products

e Customers

e Licenses



e Users
e Configuration
e Reporting
Partners cannot access or view information belonging to other partners.

This architecture enables LicenSync to operate as a shared Saa$S platform while maintaining strict
tenant isolation.

Security Architecture
Security is implemented at multiple layers.
Authentication

Secure authentication is required for all communication between Business Central and the LicenSync
platform.

Authorization

All operations are validated against partner permissions before execution.

Data Isolation

Every record belongs to a specific partner, preventing unauthorized cross-partner access.
Secure Communication

All communication uses encrypted HTTPS connections.

Local Validation

Runtime validation is performed locally whenever possible to reduce exposure and improve
performance.

High-Level Data Flow
The typical licensing workflow is as follows:
1. Administrator creates products in LicenSync.
2. Customers are assigned licenses.
3. Business Central synchronizes the latest licensing information.
4. License data is stored in the secure local cache.
5. Partner applications request license validation through the Runtime API.
6. The Runtime API evaluates the request.

7. The application receives an approval or rejection.



This process is transparent to the end user and requires no manual intervention after initial
configuration.

Scalability

LicenSync has been designed to scale horizontally as the number of partners, customers, and
applications grows.

The architecture supports:
e  Multiple software publishers
e Thousands of customers
e Large license volumes
e Multiple Business Central environments
¢ Independent partner solutions

e Future licensing models without architectural changes

Design Principles
LicenSync is built around the following architectural principles:

e Separation of concerns

Cloud-first architecture

e Secure by design

e Performance through local validation

e API-first integration

e Reusable licensing infrastructure

e Minimal impact on partner applications

e Microsoft Business Central best practices

Summary

LicenSync provides a complete licensing architecture for Microsoft Dynamics 365 Business Central. By
separating licensing from application logic, publishers can commercialize their solutions faster, reduce
maintenance costs, and deliver secure, scalable products without developing custom licensing
infrastructure.

The combination of a centralized cloud platform, automated synchronization, a secure local license
cache, and a public Runtime API creates a robust foundation for commercial Business Central
extensions.



